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Abstract. Agents often have to trust one another when engaging in
joint actions. In many cases, no single design team has the authority to
assure that agents cooperate. Trust is required when agents hold poten-
tially different values or conflicting goals. This paper presents a frame-
work and some initial experiments for decomposing agent reputation
within a multi-agent society into two characteristics: competence and in-
tegrity. The framework models competence as the probability of success-
fully carrying out an intended action. Integrity is modeled as a rational
commitment to maintaining a reputation, based on the agent’s assess-
ment of the game’s discount rate. We show that a simple, one-level-deep
recursive model—given accurate knowledge of self and the other agent’s
competence and integrity (commitment to reputation)—outperforms tit-
for-tat and other standard strategies in evolutionary round-robin iter-
ated prisoner’s dilemma tournaments. This indicates that the approach
taken here warrants further investigation using more realistic and com-
plex strategies.

1 Introduction

This paper defines a framework for investigating two specific components of trust
and reputation, which have not been clearly distinguished in previous decision-
making mechanisms:

1. Integrity: Is the agent honest about its intentions and commitments?
2. Competence: Is the agent capable of fulfilling its stated commitments?

Agents must have some means to decide whether to trust one another when
engaging in joint actions. In many cases, no single design team has the authority
to assure that agents cooperate. In such environments, dishonest (“defecting”)
actions may be perceived by some agents to lead to higher utility in the short
term. At other times, playing for longer periods of time against opponents with
sufficient patience and memory (e.g., extended iterated prisoner’s dilemma (IPD)
games), the same agent may choose to cooperate. Our goal is to develop models
that will allow an agent to decide whether or not to trust another agent, by
predicting whether that agent will behave cooperatively in the current situation.



The competence of an agent in performing actions is its ability to volitionally
change the state of the agents’ shared environment—i.e., to correctly carry out
its intended actions. Integrity is based on a reputation for honesty and a contin-
uing commitment to being trustworthy—i.e., honoring a commitment to take an
action. In our framework, an agent can decide whether to act reputably or not,
whereas competence is not changeable (or at least not changeable at the time of
the decision) by an agent.

A legendary sports story helps to illustrate this distinction. A group of con-
spirators on the Chicago Black Sox baseball team of 1919 were quite capable of
playing well. However, they were not always committed to performing well dur-
ing the World Series: the conspirators were able to throw games if they believed
that it would benefit them. Over the course of that series, they deliberately lost
or won, depending on whether the gamblers who were bribing them fulfilled their
commitment to pay the stated amount. Because the competence level of these
players was known to be high, their low performance in some games was quite
suspicious to other players on the Black Sox team, who correctly attributed the
sporadic losses to a variable integrity level—leading to broken trust relationships
and reported fights.

Integrity and competence are distinct and should be treated as separate com-
ponents for decisions based on trust and reputation models. Our experiments
show that making a distinction between integrity and competence is beneficial
in variable payoff games. Specifically, we show that agents with accurate esti-
mates of the other agents’ commitment to reputation (belief in the discount rate
for the game) and competence can outperform strategies that do not model these
factors.

The ultimate goal of our research is to provide agents with a means to make
trusting decisions and a theoretical basis for learning about competence, in-
tegrity, and the distinction between the two in multi-agent systems (MAS). An
agent is faced with two tasks in using our framework:

1. Observe the behavior of agents in an environment and infer knowledge about
their competence and integrity.

2. Apply that knowledge to make effective decisions when interacting with the
agents observed.

The experiments in this paper address only the second task of this research
agenda: they show the utility of modeling integrity and competence in a simple
heterogeneous multi-agent environment. We are currently developing techniques
for learning competence and integrity.

2 Prior Work

There is a vast amount of prior work in game theory, probability, and trust
modeling that forms the basis of our research. In modeling trust and reputation,
there has been a progression from the reciprocal altruism of Trivers [1] to indirect
and cyclic reciprocity models. Hamilton identified a key rule for the evaluation



of kinship altruism [2]. The image scoring of Nowak and Sigmund is an example
of work on societal trust and evolutionary stable systems [3].

Extending the original prisoner’s dilemma, Axelrod popularized the study
of the iterated prisoner’s dilemma (IPD) and the evolution of cooperation [4],
and set forth a rationale for the dominance of the tit-for-tat (TFT) strategy.
However, with the introduction of noise into the game, TFT can be beaten by
another relatively simple strategy, Pavlov [5] [6].

The notion of decomposing trust is not a new one. Marsh treats competence
similarly to our decomposition, but does not consider integrity [7]. Instead, he
focuses on trust as a subjective probability and adds factors for risk and im-
portance to his formulations. McKnight and Chervany synthesized a high-level
typology of trust, based on a broad survey of trust literature; competence and
integrity are two of their primary categories of trust, along with benevolence
and predictability [8]. Castelfranchi and Falcone note honesty as one of a large
number of belief components; their work uses a fuzzy cognitive map model [9)].
Schotter notes the relation of risks and incentives for dishonest behavior in an
expert vs. consumer game with variable expert competence [10]. In contrast with
the above work, our research applies a general framework founded on decision
theory to explicitly model and separate competence and integrity and addresses
higher incompetence (noise) levels.

Our experiments assume that when our agents use competence or integrity es-
timates in their decision logic they have perfect knowledge of their own, and other
agents’, competence and integrity. Clearly this is not a reasonable assumption in
real environments. Our ongoing work focuses on developing learning techniques
that agents can use to estimate other agents’ competence and integrity.

3 Approach

Our trust-based decision framework separately models integrity and competence,
combining these factors in the decision-making process. The framework assumes
that the environment has the following characteristics:

1. The environment includes a mechanism for identity verification.
2. There are no enforcement or policy mechanisms.

3. Agents will act with bounded rationality.

4. Kinship is not a factor; there is no collusion among agents.

5. There is no oracle for reputation advice.

Agents may model the competence of themselves and/or of other agents, and
may model their own and/or other agents’ beliefs about how long a given game
will last. An agent’s competence is modeled as a probability c¢. Game length
is determined stochastically and is modeled as a discount rate v. A game’s ~y
is simply the probability that another turn will take place after the current
iteration. This is equivalent to the w value of Axelrod [4].

In our framework, integrity is this commitment to building a reputation, and
is represented in the framework by agents in terms of estimates of . We represent



an agent’s commitment to reputation as being directly related to its belief that
future encounters will be influenced by the information available from prior
encounters with other agents. In general, the lower the perceived game y—or
belief in another player’s perception of y—the more likely the temptation to
cheat will overcome any advantage long-term cooperation.

In our framework, competence is represented by agents as a probability es-
timate, denoted by ¢. The competence of the individual agents must be taken
into account for each decision and its likely consequences. To simulate simple
environments with noise, such as that explored in IPD games [6] [11], where all
agents are typically assigned the same error rate in effecting their chosen actions;
c is effectively the same for all agents.

Beliefs about agents’ competence and integrity could be recursively modeled
to an arbitrary depth, as in Gmytrasiewicz and Durfee’s recursive modeling of
truthfulness [12]. In the experiments described here, we limit our investigation
into recursive modeling of competence and integrity to depth one.

The environment we use to investigate the efficacy of our modeling framework
is a variation on the iterated prisoner’s dilemma (IPD) [4]. Each iteration (two-
player game) has variable length. As mentioned earlier, the distribution of game
lengths is stochastically controlled by the game discount rate . The base payoff
matrix of each round of the IPD is shown in Table 1, from the perspective of
Player 1 (whose actions are the row labels; Player 2’s actions are the column
labels). The payoffs are symmetric. This matrix corresponds to the “classic”
IPD in relative terms.

Table 1. Prisoner’s Dilemma Payoff Matrix

Cooperate Defect
Cooperate| R=1 S=-2
Defect| T=3 P=-1

The modification we make to the classic IPD is that the values given in the
payoff matrix are multiplied by a payoff multiplier M, which is generated ran-
domly for each individual round of a game. Agents know the current multiplier
before a committing to an action for each round of play. The payoff multiplier
is generated using an exponential distribution: M; = —log(1 — random(t)).

This distribution creates the variation necessary for “confidence game” strate-
gies to be successful, which can cooperate on low-value rounds and then cheat
(defect) on high-value rounds to “cash in” on the high payoff. The expected
payoff multiplier, M, is 1.

Each player is assumed to make a commitment to cooperate before each in-
dividual round of game play. The game payoff matrix used for the experiments
justify the assumption explicitly. A rational player would only choose to play
with others who commit to cooperate—since a positive payoff can result only
from the opponent cooperating. This is not a limitation for the framework; it
is a convention used to simplify the demonstration of the framework’s utility.
The ultimate role of this trust decision framework is to determine not just what
action to take given an interaction, but when to interact with other agents.



3.1 Decision Strategies

We compared three baseline (classic) and three trust-based strategies. The classic
strategies are Always-Cooperate (ALL-C), Always-Defect (ALL-D), and Tit-for-
Tat (TFT, which matches an opponent’s last move, but starts by cooperating).
The trust-based strategies model competence and integrity. They either use both
agents’ estimates of gamma (“Both « Both ¢” - BGBC), only their own « (“Self
~v Both ¢” - SGBC), or only the other agent’s v (“Other v Both ¢” - BGBC).

The trust-based strategies tested here always have an estimate of both player’s
competencies. (In preliminary experiments, we found that not modeling compe-
tency seldom improved performance, so we have omitted those strategies lacking
competence estimates from the experiments reported here.)

What distinguishes the three trust-based strategies from one another is the
scope of their knowledge about v estimates. SGBC agents know only their self
estimate, 5. OGBC agents know only the other agent’s v estimate, 4,. BGBC
agents have both estimates of their own 45 and the other agent’s 4,. In these
experiments, the estimates are always correct: the goal is to show that using
accurate estimates of competence and integrity can improve performance.

It should be noted that the concept of integrity and its essential nature is not
fully captured by this IPD example. If agents were interacting in a more complex
environment, competence and integrity would not necessarily be independent.

3.2 The Trust-Based Players’ Decision Rule

The SGBC and OGBC players have only one discount rate to apply to their
decisions (¥ = 45 or 4,, respectively). When an agent has both estimates, such
as a BGBC player, it will compute ¥ = min(9s,5,), since either the game’s
probable length is short and one should defect, or the opponent thinks so, and
one should likewise defect.

Each of the trust-based agents uses 4 and ¢; and ¢, to compute an esti-
mate of the long-term return of choosing to defect (Vde fection) and to cooperate

(Vcoopemtian). The results are then used in the simple decision rule set:

- If Vdefection > Vcooperation7 then defeCt~
- If Vdefection <= ‘/cooperation; then cooperate.

The next two sections will describe how Ve fection and Veooperation are esti-
mated.

3.3 Discounted Returns

The players compute Vde fection and Vcoopemtim as the total estimated return
for that action, discounted over the rest of the game, using the competence-
influenced estimates of the payoff matrix (R, T, and P—these payoff estimates
are described in the next section).



The discounted values of defection and cooperation are given by:

(1)

Vdefection =T+

- R
Vcoo eration — Iy 2
4 t 1— 4 ( )

The discounted defection estimate given in Equation 1 is pessimistic, a worst
case for defection—anticipating a “grim” opponent, who once defected upon will
continue to defect for the rest of the game. If the opponent’s memory is short (or
he discounts old encounters), this overestimates the penalty that an agent will
receive for defecting. Equation 2 is optimistic and assumes continuing mutual
cooperation if the trust-based player cooperates. Both assumptions are biased
towards cooperation. In practice, this effect is mitigated in strategies BGBC
and OGBC by their knowledge of +,, which should be low if the other player
frequently defects intentionally.

In the special case of 4 = 1, the assumption is that the game will go on
forever, in which case cooperation is the best course of action for the rational
agent. (BGBC with good estimates is safe in this case, since it computes 4 =
min(9s, %), but SGBC with 4 = 1 is ineffectual.)

The expected payoff multiplier M alters Equations 1 and 2 as follows:

X R

efection — M, T+ M N
Va fect tod + (1 — ’7) (3)

A R
V::ooperation = MtoR + ’VMI — :Y (4)

3.4 Estimated Payoffs

The estimate of payoffs for the four possible outcomes in the payoff matrix
must be adjusted by the self-estimate of an agent’s own competence (és) and
its estimate of the other agent’s competence (é,). Equation 5 gives the expected
payoff if both agents cooperate, R. Since the agents have imperfect competence,
any of the four outcomes is possible. Therefore, the expected payoff is the sum
of the four outcomes, weighted by their respective probabilities. For a given joint
intent (R, S, T, or P), which corresponds to the intersection of the two players’
individual intents in Table 1, the estimated competencies of the agents (¢ and
¢o) determine the probability of each actual outcome. For example, if the joint
intent of the agents is R (both cooperate), then the temptation payoff T' (i.e.,
I defect despite intending to cooperate, but you cooperate as intended) occurs
with probability (1 — é;)é,. The expected payoffs then are:

— Estimated payoff for case where both cooperate

R =2¢60R+¢5(1 —¢0)S 4+ (1 —¢5)éoT + (1 — é5)(1 — ¢é,) P (5)



— Estimated payoff for defecting on a cooperating opponent

T =6, + e5(1 — 6)P + (1 —é5)éoR+ (1 — )1 —é,)S  (6)

— Estimated payoff for case where both defect

P =¢,60P+64(1— )T+ (1= ¢)éoS+ (1 —&)(1— )R (7)

Note that for the final computation of the discounted payoff after cooperation
and the discounted payoff after defection, S is never needed in the decision rule
that follows, since nobody ezpects to be a sucker. However, the computation of
S would be analogous.

4 Experiment Design

We used an evolutionary computing model to evaluate the strategies in a long-
term competitive environment. This ensured we could establish the stability of
the strategies in dynamically changing populations. As some of our outcomes
show, an initially effective strategy can be overcome by other strategies over
time as other strategies wane (the evolutionary model shown here also lends
itself to exploring evolutionary learning strategies in future work.) Agents were
ranked individually, and new populations of the strategies were selected in each
generation with linear ranking [13] and stochastic universal sampling [14]. The
fitness function is simply the average payoff for the games played on the most
recent round. In this process, the selection bias b is a control on the rate of change.
An individual i of n players is ranked r; by its fitness score and is selected with

s b 2(b—1)
probability p; = 2 —(r; — 1) wn=1)
b = 1.1, which provided more reliable results within a reasonable time. At the
end of each generation there was total replacement of individuals.

An exponential multiplier was applied to the payoffs for each round’s deci-
sion, as described previously. Both players knew the full payoff matrix and were
informed of the current multiplier before selecting an action.

The agents’ knowledge of ~ values and c values were always accurate for
the trust-based strategies. For the simulations, perfect knowledge of TFT and
ALL-C was modeled by using an estimate of v = 1 and ALL-D was estimated
as having v = 0. It can be argued that TFT is not perfectly modeled by v = 1,
since it does sometimes defect. However, given a cooperating opponent, TFT
instantaneously reverts to v = 1: it will never defect first, no matter how high
the payoff, and thus behaves as if it had 4 = 1. Note, however, that a TFT agent
with ¢ lower than 1 will sometimes defect; modeling v and ¢ separately allows
agents to differentiate unintended and intended defection.

In all of the experiments, the initial populations consist of 50 individu-
als per strategy. Each game was run for 1000 generations. In each genera-
tion, every player played one IPD game against every other player in round-
robin fashion. Each IPD game had a random number of rounds, determined

. Based on preliminary experiments, we chose
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Fig. 1. Competition with b = 1.1, v =4 = 0.9, ¢ = ¢ = 1.0. High ~ inhibits decision
rule of trust-based strategies.

stochastically by the game’s true v as described earlier. Twenty-five experi-
ments were conducted, using the Cartesian product of true discount factors
~ selected from {0.95,0.9,0.8,0.7,0.6} and agent competence ¢ selected from
{1.0,0.9,0.8,0.7,0.6}. In these experiments, all agents have the same compe-
tence, making them comparable to typical IPD experiments with noise.

These ranges were sufficient to identify key phase transitions between suc-
cessful strategies. Note that a c value of less than 0.5 does not make sense for the
2x2 game payofl matrix, since an agent with very low competence could simply
attempt to do the opposite of the desired result (and be more successful than
another agent with slightly higher confidence).

4.1 Experiments

In the case with high discount rate and high competence (y = 0.9,¢ = 1.0,
Figure 1), there is no compelling advantage to any strategy, except that ALL-
D consistently loses, becoming extinct within a few generations. By contrast,
with high ¢ but a lower v = 0.8 (Figure 2), the strategies that model at least
the agent’s own y quickly eliminate all of the other strategies. Interestingly, the
OGBC strategy, which models the other agent’s 4 but not its own, performs
poorly. TFT, ALL-C and ALL-D all die out.

The high-competence (effectively noise-free) environment lends itself to the
trust-based strategies quite well. As 7 decreases, the trust-based strategies out-
perform the standard strategies, including TFT. However, when we decrease
competence, the trust-based strategies perform less well. In Figure 3, we see
that keeping v = 0.8 but lowering ¢ to 0.8 results in a resounding success for
TFT, which extinguishes most of the strategies, although BGBC and SGBC do
manage to survive in low numbers. Figure 4 shows the transition from dominance
by TFT to dominance of the trust-based strategies (again, specifically BGBC
and SGBC) as v is lowered again, from 0.8 to 0.7.

The answer to TFT’s success when competence is low lies in a weakness
in the decision framework logic: specifically, the estimate of the payoff for the
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Fig. 3. Competition with b =1.1, vy =4 = 0.8, ¢ = ¢é = 0.8. TFT most fit, but BGBC
and SGBC survive

discounted defection. Equation 3 is overly pessimistic in its second term, which
takes the worst case, assuming that any player who is defected upon will become
“grim” and continuously defect for the remainder of play. In fact, TFT and
many other strategies have components of forgiveness (or forgetfulness), and
forgiveness is a frequently commented on as an aspect of trust and reputation
theories [4] [15]. However, this factor only explains why the trust-based strategies
don’t outperform TFT, not why TFT beats them so soundly.

A second weakness explains TFT’s advantage here. TFT’s retaliatory nature
has no counterpart in the trust-based strategies. TFT always responds with a
“tat” defection, even after unintentional defections. This usually results in the
sucker’s payoff S.

In addition, the few high-payoff cases a trust-based player can exploit now
have uncertain execution—which would otherwise make the first term of Equa-
tion 3 outweigh the pessimistic second term, causing the trust-based players to
defect—so TFT tends to overtake the trust-based strategies in the individual
rankings.

Another interesting case is that of with high v and moderate ¢; in this sce-
nario, the classic strategies beat the trust-based strategies, and must compete
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Fig. 4. Competition with b= 1.1,y =4 = 0.7, ¢ = ¢ = 0.8. BGBC, SGBC, and OGBC
drive out other strategies

against each other. With ~ in the range from 0.95 to 0.9, either the classic
strategy TFT or ALL-D will win. TFT wins when the trust-based strategies
cooperate enough to allow TFT to outscore ALL-D. If they are eliminated along
with ALL-C, TFT loses, as ALL-D gets the reward for defection the first play.

As v lowers, the trust-based strategies become effective in the presence of
significant incompetence (noise). The trend of effectiveness for the trust-based
strategies continues as v decreases—despite the imperfect assumptions of their
decision rule—and they begin to dominate TFT. When ~ drops towards 0.6,
BGBC dominates the other players by exploiting them frequently. SGBC and
OGBC may survive above v = 0.6, but are eliminated when the time horizon is
so short.

Taken as a whole, the 25 experiments demonstrate the potential of our de-
compositional approach to trust modeling, and highlight areas that require fur-
ther refinement in the framework and in the decision logic. Where effective, the
trust-based strategy with the most information, BGBC, does best, followed by
SGBC, and then OGBC. SGBC outperforms OGBC because SGBC has the true
v, whereas 4, of the simple classic strategies is of comparatively little value. In
general, one finds that as = increases in the presence of error, the trust-based
strategies perform less well, and are eventually outperformed, usually by TFT.
This phase transition occurs because of the underestimate in second term of
Equation 3 for any strategy (such as TFT) that is forgiving and shows an ab-
sence of retaliatory behavior.

5 Future Work

We plan to move away from deterministic strategies and evaluate more general
agents that have bounded rationality. The decision-theoretic framework will be
adapted to determine whether an agent wants to interact with another player,
which addresses the non-protocol aspects of Ramchurn’s desiderata [16]. Some
additional classic strategies may be considered, especially variations of Pavlov,
which is known to perform well in noisy environments.



A key area for future work is addressing some form of discounting associated
with forgiveness and forgetfulness in the framework. This would mean experi-
ments with morality- or memory-based discounting, respectively. These discounts
would be modeled in addition to the 4 discount accorded to the expectation of
there being a future game.

Additional experiments may be conducted to further establish a firm empir-
ical basis for the framework’s viability when agents possess imperfect estimates
of ¢ and ~. Since observing other agents and arriving at accurate beliefs for s,
Yo, and ¢, will be difficult, the knowledge of those parameters will presumably
be far less than perfect.

We plan to explore the theoretical implications of the recursive modeling of
agents’ beliefs about each other. We believe that it may be possible to show
that one can mitigate or even eliminate the necessity of recursive modeling for
integrity and competence beliefs for some classes of MAS applications. It will
also be helpful to exploit notions of contextual trust and ontological reasoning
within a network of interacting agents may help to assist in determining 4 and
¢ through abstraction and generalization.

Our ultimate goal is to demonstrate an effective means to learn integrity
and competence estimates and to deconflict the two in a simulation setting.
Discovering methods for an agent in a MAS to learn and then apply estimates of
other agents’ integrity and competence appears to be possible under at least some
conditions. A determination of competence at a particular skill could be learned
by observing attempts to use a skill where it would be surely be advantageous to
an agent to succeed. With enough variation in the payoff matrices, integrity and
competence may be learned as separate parameters by observing other agents’
interactions in this environment.

The work of Mui [17], Whitby [18], Sabater and Sierra [15], and Yu and Singh
[19] in reputation propagation, evidence, and learning will provide elements for
our current research on learning estimates of other agents’ competence and in-
tegrity, as well as other parameters we may wish to model.

6 Conclusion

The motivation for well grounded models of trust and reputation that can be
applied to a wide variety of MAS is increasing as multi-agent environments
become more common and larger-scale. Trust and reputation problems modeled
in MAS involving joint intention and action have real-world, commercial analogs
including e-commerce market reputation systems, contracting, and supply-chain
management.

The experiments presented in this paper demonstrated that an explicit frame-
work based on a fairly straightforward application of decision theory principles,
combined with a framework for separating competence from integrity (commit-
ment to reputation), can be effective over much of the space of possible compe-
tences and game discount rates. Simple extensions to the framework to incor-
porate some sense of the forgiveness (or forgetfulness) of other players should



eliminate a key weakness identified in the decision rule provided as part of the
framework here.
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